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DETAILED ACTION 

A request for continued examination under 37 CFR 1.114, including the fee set 
forth in 37 CFR 1 .1 7(e), was filed in this application after final rejection. Since this 
application is eligible for continued examination under 37 CFR 1.114, and the fee set 
forth in 37 CFR 1 .17(e) has been timely paid, the finality of the previous Office action 
has been withdrawn pursuant to 37 CFR 1.114. Applicant's submissions filed on 
6/11/09 and 6/30/09 have been entered. 

Claims 31-48 are pending. 



Response to Amendment and Arguments 

Applicant's amendments were fully considered. Applicant's arguments were also 
fully considered, but are moot in view of new rejections made below in response to the 
amendments. 

The examiner notes that applicant requested an affidavit as per 37 CFR 
1 .104(d)(2) for support of the official notice to the limitation further recited in claim 39. 
Applicant requested that the affidavit discuss the any and all references upon which the 
obviousness rejection of claim 39 is based. As per MPEP 2144.03(C), the examiner 
notes that an affidavit is needed if the examiner relies on his/her own experience for 
support of the official notice upon request by applicant. However, the examiner also 
has the option of providing a reference as concrete support of the official notice instead 
of an affidavit. In such a case, there is no need to provide an affidavit for the reference 
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since the reference is not based on the examiner's own experience. In response to 
applicant's request of proof that the limitation recited further in claim 39 is well known, 
the examiner has provided a reference (Klein) as evidence-see below. 

Examiner's Comments with respect to "Computer Readable Medium" 

The examiner notes that the specification in paragraph 46 defines that a 
computer readable medium could be a "communication connection". Read in light of 
the specification as a whole, the examiner does not believe that one skilled would have 
viewed a "communication connection" as a signal per se as a communication 
connection in a network cannot be obtained using signals alone. In Figure 5, for 
example, the hardware device, Wireless I/O 506, appears to be used to create one end 
of a communication connection. As such, "computer-readable medium" as claimed is 
being interpreted to include only statutory media and not signals per se. If applicant 
disagrees with this assessment, clarification is respectfully requested. 

Claim Rejections - 35 USC §112 

The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

Claims 31-48 are rejected under 35 U.S.C. 112, second paragraph, as being 
indefinite for failing to particularly point out and distinctly claim the subject matter which 
applicant regards as the invention. 
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1. Claim 31 recites in line 9, "...each is associated with a distinct group...". It is 
unclear to what "each" refers— a keyset or a key in the set of multiple keys. 
Claims 42 and 44 each have a similar problem in their respective last clause. 

2. "the first identifier" and "the second identifier" in claim 41 lack antecedent basis. 

3. Claims not specifically addressed are rejected due to dependency. 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claims 31 , 33, 35-38, 41-45, and 47-48 are rejected under 35 U.S.C. 103(a) as 
being unpatentable over Balogh (US 2001/0023446) in view of applicant's admitted prior 
art (herein "AAPA") as discussed in the specification of the current application. 
Claim 31: 

Balogh discloses: 

1 . Displaying an interface for keyset profile management in a wireless network 
(paragraphs 36 and 42), the interface including: 

a. A user-selectable option to select a keyset profile (i.e. information set), the 
selected keyset profile including a plurality of keysets associated with 
access points in a wireless network (paragraphs 27, 33, and 36). 
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b. A user-selectable option to select a keyset (paragraphs 27, 29, 36, and 
42). Note that each information set can have multiple keys, each of which 
can be considered a keyset profile. Balogh's invention further provides for 
a way for the user to modify settings in the information set, which would 
include modifying a particular key in the information set. This means the 
user would be able to user the user interface to select and modify the keys 
stored in the information set. Different keys for different sub-networks 
could also be chosen. 

Balogh does not disclose wherein each of the keysets in the keyset profile 
includes a set of multiple keys and each is associated with a distinct group of one or 
more access points in the wireless network. As pointed out above, in Balogh's 
invention, each keyset in the keyset profile only has one key. 

However, AAPA discloses that at the time applicant's invention was made, it was 
well known in the art that a keyset could include just one key (i.e. as in Balogh's 
invention) or it could include a set of multiple keys (paragraphs 1 1 and 15— i.e. In 
wireless networking, typically four keys are included in a keyset) and each is associated 
with a distinct group of one or more access points in the wireless network (Figures 1 
and 2B and paragraphs 11, 15, and 21 ). Note that in Figure 2B, ESS2 can be 
considered to define a wireless network, whereas each BSS defines subnetworks of the 
wireless network. BSS2 uses a different access point and associated keyset than BSS1. 
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At the time applicant's invention was made, it would have been obvious to one 
skilled in the art to modify Balogh's invention according to the limitations recited in claim 

1 by having each of the keysets in Balogh's keyset profile include a set of multiple keys 
as per AAPA's teachings (rather than a single key) and each is associated with a 
distinct group of one or more access points in the wireless network. The rationale for 
why it is obvious is that doing so is nothing more than simple substitution of one known 
element (i.e. type of keyset) for another (i.e. another type of keyset) to obtain 
predictable results. 

Claim 33: 

Balogh further discloses wherein the interface further includes a keyset editing 
region that includes information regarding one or more keys in the selected keyset (Fig 

2 and paragraphs 27 and 42). 
Claim 35: 

Balogh further discloses wherein the keyset editing region includes an option to 
add and/or update data associated with the selected keyset (paragraphs 27 and 42). 
Claim 36: 

Balogh further discloses wherein the interface further includes an option to 
associate a keyset with a selected keyset profile (paragraphs 42 and Fig 2). 

The keyset profile could be referred to by name in Balogh's invention. Since the 
user can edit the specific key referred to by a name, the user has the option to 
associate the specific key with a specific name. 
Claim 37: 
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Balogh further discloses wherein the associated keyset is user-defined through 
the interface (paragraph 42). 
Claim 38: 

Balogh further discloses wherein the associated keyset is user-selected through 
the interface (paragraphs 27, 36, 38, and 42). 
Claim 41: 

Balogh-AAPA discloses all the limitations recited in claim 31 . AAPA further 
discloses wherein the wireless network (i.e. as defined by ESS2 in Fig 2B and discussed 
in paragraph 21) includes first and second wireless sub-networks each having 
associated wireless identifier (i.e. Fig 2B, BSS1 and BSS2), and wherein the group of 
one or more access points (i.e. Fig 2B, AP1) corresponding to a first one of the keysets 
(i.e. Fig 2B, Keyseti) are part of the first wireless sub-network identified with the first 
identifier (paragraph 21 and Fig 2B) and the group of one or more access points (i.e. Fig 
2B, AP2) corresponding to a second one of the keysets (i.e. Fig 2B, Keyset.2) are part of 
the second wireless sub-network identified with the second identifier (paragraph 21 and 
Fig 2B, BSS2). 
Claims 42 and 43: 

Balogh discloses a method and a computer readable medium having instructions 
being adapted to carry out the method of: 

1 . Decrypting, using a keyset profile, data captured by the wireless network 
analyzer from a plurality of access points in a wireless network (Fig 4 and 
paragraphs 22 and 27). 
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2. Displaying an interface adapted for management of the keyset profiles 
(paragraphs 33 and 42). 

3. Wherein the displayed interface comprises user-selectable options to manage 
the keyset profile and to manage a keyset from among a plurality of keyset sin 
the keyset profile (paragraphs 33 and 42). 

Balogh does not disclose wherein each of the keysets in the keyset profile 
includes a plurality of keys and each is associated with a distinct group of one or more 
access points in the wireless network. As pointed out above, in Balogh's invention, 
each keyset in the keyset profile only has one key. 

However, AAPA discloses that at the time applicant's invention was made, it was 
well known in the art that a keyset could include just one key (i.e. as in Balogh's 
invention) or it could include a plurality of keys (paragraphs 1 1 and 15 — i.e. In wireless 
networking, typically four keys are included in a keyset) and each is associated with a 
distinct group of one or more access points in the wireless network (Figures 1 and 2B 
and paragraphs 11,15, and 21 ). Note that in Figure 2B, ESS2 can be considered to 
define a wireless network, whereas each BSS defines subnetworks of the wireless 
network. BSS2 uses a different access point and associated keyset than BSS1. 

At the time applicant's invention was made, it would have been obvious to one 
skilled in the art to modify Balogh's invention according to the limitations recited in 
claims 42 and 43 by having each of the keysets in Balogh's keyset profile include a set 
a plurality of keys as per AAPA's teachings (rather than a single key) and each is 
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associated with a distinct group of one or more access points in the wireless network. 
The rationale for why it is obvious is that doing so is nothing more than simple 
substitution of one known element (i.e. type of keyset) for another (i.e. another type of 
keyset) to obtain predictable results. 
Claims 44 and 47: 

Balogh discloses a method and a computer readable medium having instructions 
being adapted to carry out the method of: 

1 . Receiving a first user selection indicating a keyset profile (paragraphs 27, 33, 
and 36). 

2. Receiving a second user selection indicating a keyset from among a plurality of 
keysets in the selected keyset profile (paragraphs 27, 29, 36, and 42). 

3. Capturing data from a wireless network at a wireless network analyzer 
(paragraph 35 and Fig 4). 

4. Decrypting the captured data using the selected keyset (Fig 4 and paragraphs 22 
and 27). 



Balogh does not disclose wherein each of the keysets in the keyset profile 
includes a plurality of keys and each is associated with a distinct group of one or more 
access points in the wireless network. As pointed out above, in Balogh's invention, 
each keyset in the keyset profile only has one key. 

However, AAPA discloses that at the time applicant's invention was made, it was 
well known in the art that a keyset could include just one key (i.e. as in Balogh's 
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invention) or it could include a plurality of keys (paragraphs 1 1 and 15 — i.e. In wireless 
networking, typically four keys are included in a keyset) and each is associated with a 
distinct group of one or more access points in the wireless network (Figures 1 and 2B 
and paragraphs 11,15, and 21 ). Note that in Figure 2B, ESS2 can be considered to 
define a wireless network, whereas each BSS defines subnetworks of the wireless 
network. BSS2 uses a different access point and associated keyset than BSS1. 

At the time applicant's invention was made, it would have been obvious to one 
skilled in the art to modify Balogh's invention according to the limitations recited in 
claims 44 and 47 by having each of the keysets in Balogh's keyset profile include a set 
a plurality of keys as per AAPA's teachings (rather than a single key) and each is 
associated with a distinct group of one or more access points in the wireless network. 
The rationale for why it is obvious is that doing so is nothing more than simple 
substitution of one known element (i.e. type of keyset) for another (i.e. another type of 
keyset) to obtain predictable results. 
Claim 45: 

Balogh further discloses wherein the captured data is decrypted in real time 
(paragraph 22). WEP provides for real time decryption of data in a wireless network. 
Claim 48: 

Balogh-AAPA discloses the all the limitations of claim 31 . AAPA further 
discloses wherein the group of one or more access points corresponding to a first one 
or more of the keysets and the group of one or more access points corresponding to a 
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second one of the keysets share a common network identifier (paragraph 21 and Fig 
2B-they share ESS2 as the common network identifier). 

Claims 32, 34, 39-40 and 46 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Balogh (US 2001/0023446) in view of applicant's admitted prior art 
(herein "AAPA") as discussed in the specification of the current application in further 
view of Klein (US 7,103,661). 
Claim 32: 

Balogh further discloses wherein the option to select the keyset comprises a 
keyset list and an option to set a keyset shown in the keyset list as the selected keyset 
(paragraphs 27, 36, and 42). 

The limitation of displaying, through the interface, information regarding the 
selected keyset in response to user selection of the keyset is disclosed by Klein (Fig 
6a). At the time applicant's invention was made, it would have been obvious to one 
skilled in the art to further modify Balogh's invention according to the limitations recited 
in claim 32 to display information regarding the selected keyset in response to the user 
selection of the keyset. One skilled would have been motivated to do so because it 
would allow the user to make an informed decision when attempting to modify a keyset, 
thus preventing accidental modification of the wrong keyset. 
Claim 34: 

As per the limitation of wherein the information regarding one or more keys in the 
selected keyset includes a user-editable list of keys in the selected keyset, it is 
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disclosed by Klein (Fig 6a). At the time applicant's invention was made, it would have 
been obvious to one skilled in the art to further modify Balogh's invention according to 
the limitations recited in claim 34. One skilled would have been motivated to provide 
the information regarding the one or more keys in the selected keysets in a user- 
editable list because use of a list to organize information for presentation to a user is an 
obvious design choice. Note that in Balogh's invention, the user is allowed to view and 
change the settings in an information set (paragraph 42), thus some way of presenting 
the keyset to the user for view and editing must already be used. 
Claim 39 

Balogh does not explicitly disclose wherein the interface further includes a user- 
selectable option to delete the selected keyset. However, Klein discloses an interface 
including a user-selectable option to delete a selected profile (col 10, lines 39-49). 
It would have been obvious to one skilled in the art to provide Balogh's user interface 
with a user-selectable option to delete the selected keyset. One skilled would have 
been motivated to do so because deletion of an option is a standard feature in any 
interface that allows for modification of the options and it allows for keysets that are no 
longer valid to be eliminated, which is required since all devices have limited memory. 
Claim 40: 

As per the limitation of wherein the interface further includes a user-selectable 
option to unselect the selected keyset, it is disclosed by Klein (Fig 6a and Fig 10). Note 
in Figure 6a, "Stanford University Campus" is selected. If the user click on "Stanford 
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Dorms", one skilled should appreciate that the keyset associated with "Stanford 
University Campus" would be unselected. 

At the time applicant's invention was made, it would have been obvious to further 
modify Balogh's invention so as to include a user-selectable option to unselect the 
selected keyset. One skilled would have been motivated to do so because providing an 
unselect feature to any user interface allows accidental selections to be undone. 
Claim 46: 

The limitation of wherein receiving the second user selection includes displaying, 
to a user, a keyset list comprising the plurality of keysets in the selected keyset profile is 
disclosed by Klein (Fig 6a). At the time applicant's invention was made, it would have 
been obvious to one skilled in the art to modify Balogh's invention according to the 
limitations recited in claim 46. One skilled would have been motivated to display a 
keyset list upon second user selection because it would allow the user to easily see 
which keys are available for edit and/or selection. 



Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to PONNOREAY PICH whose telephone number is 
(571)272-7962. The examiner can normally be reached on 9:00am-4:30pm Mon-Thurs. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Vu can be reached on 571-272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/Ponnoreay Pich/ 

Primary Examiner, Art Unit 2435 



